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Introduction

This document provides information about installing, configuring, and managing Red Hat Virtual Linux
Server (LVS) components. LVS provides load balancing through specialized routing techniques that
dispatch traffic to a pool of servers. This document does not include information about installing,
configuring, and managing Red Hat Cluster software. Information about that is in a separate document.

The audience of this document should have advanced working knowledge of Red Hat Enterprise Linux
and understand the concepts of clusters, storage, and server computing.

This document is organized as follows:

56 1 Z Linux [ERFES M1

B2E A LVS IE

BIEKELVS

% 4 = H Piranha Configuration Tool Zfi& LVS FEHES
Bk A, @A77 Red Hat A LVS Z¥%E

For more information about Red Hat Enterprise Linux 5, refer to the following resources:

Red Hat Enterprise Linux Installation Guide — Provides information regarding installation of Red Hat
Enterprise Linux 5.

Red Hat Enterprise Linux Deployment Guide — Provides information regarding the deployment,
configuration and administration of Red Hat Enterprise Linux 5.

For more information about Red Hat Cluster Suite for Red Hat Enterprise Linux 5, refer to the following
resources:

Red Hat Cluster Suite Overview — Provides a high level overview of the Red Hat Cluster Suite.
Configuring and Managing a Red Hat Cluster — Provides information about installing, configuring and
managing Red Hat Cluster components.

Logical Volume Manager Administration — Provides a description of the Logical Volume Manager
(LVM), including information on running LVM in a clustered environment.

Global File System: Configuration and Administration — Provides information about installing,
configuring, and maintaining Red Hat GFS (Red Hat Global File System).

Global File System 2: Configuration and Administration — Provides information about installing,
configuring, and maintaining Red Hat GFS2 (Red Hat Global File System 2).

Using Device-Mapper Multipath — Provides information about using the Device-Mapper Multipath
feature of Red Hat Enterprise Linux 5.

Using GNBD with Global File System — Provides an overview on using Global Network Block Device
(GNBD) with Red Hat GFS.

Red Hat Cluster Suite Release Notes — Provides information about the current release of Red Hat
Cluster Suite.

Red Hat Cluster Suite documentation and other Red Hat documents are available in HT ML, PDF, and
RPM versions on the Red Hat Enterprise Linux Documentation CD and online at
http://www.redhat.com/docs/.

1. XHEAE

AFMERILDAERRZEFELRIANDEUREBRNEL R,
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£ PDF MR AU RN A, AFMEMIE Liberation FHREHHPIREMFER, NMREEENREHRRET

Liberation ZAEMH, ©IAATAT HTML iR, INREERE, NIRERTEHRORLFER, 5FR : 2008
Ak Linux 5 LR EBEHRRAEILEE Liberation FAEH,

1.1. BEARA E

B M P MO EEAR 2 2R A E B AN RIS, XL E R H MBI T,

BTG

ARRHREHA, EPEE shell 4. XHERURER, AaAEEHREURASHE, Fim :

BEIXHE LRI TEE FP X my_next_bestselling_novel AR, iE7E shell 7R
BEHA cat my_next_bestselling_novel ©#45Hi% Enter BHHITIZH S,

U ERBSE—IXHH, — shell e S UR—DRE, SIHUEEEAKALN, BE2HS5LTXE
ATl

REHE S BIRREZ AN XA RRBES 2ERMNSHE M EE—&, i :
12 Enter HUTIZ6 N,
# Ctrl+Alt+F2 tNHEIE LR,
BN ROIRENZ RN ERE, FPOTHIRHTRBAES | —HERMNMZR =R,

RIS HZIRIG, FHAM, KA TheE. LERAMURARZFRIIOREINHE, BLERL LR
X, ENEEEE, Hia0 -

ExHEANEREERTXEREGM filesystem, AT XHEHR file URATBEREM
dir, BENENEEHE SHEXBPIR,

LB *8 44

XREAERSPBINXFHNERE, HPSENARFERIR, EEXAR, FRCemi, SREMD R #ik
RHIRE. AL R FREE, a0

EEFRASPEE RS - TE®EHI - [Bir] 5 BWnEES. £ &R 6%
Rl THAEFER] SEEFRST KARIEEIMIMNERSE (LEREEEFE
) .

E7E gedit XHPIBFBAFKRFER, HEEZZRERERFE TNARRFE] - THRE] - 2%
ME R . FETFEEFEM Character Map Ak FESearch - E#HK.....l , £ [#
T FREAAZFEHHFRTE [T—11 28, KNEE 2R PREGERNT
o MGEREWNFAEERE ESHNXE] FHBA, RESRTG TEH)1 R, HERDO
MBIHY, FHEFE gedit 3EHHBY T9w%E1 - THRG] .

U EXHABENRRFEH. RICCHEXALBTRIE, MARFRERAAMLURIZHI GUI REFHX
A, FRIEELULAIREAEEIFES T XXX,

BIEHFAGE HE LA %

FTieEERAHE AR, WINNMERTEIERIELTEXR, RERTRERNEZEMANNASE
ABLEARFEIME AL BT A, 40

E{F A ssh iFEETIEVLES, 1ETE shell IR RFFEHA ssh username@domain.name, 0%
TLFENL 2R E example .com BIEEIZENZSRFPHIA &N john, 1HHIA ssh
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john@example.com,

mount -o remount file-system i SREFIEHMAMNXHERYL. B0 : EEFHEE
/home XH%%5E, N&4% mount -o remount /home,

EEEBMRENTEERAE, E#EH rpm -q package ©%5. BRIRMLOILITEE
R : package-version-release.

HER LR FEARRMARE -- username, domain.name, file-system, package. version # release,
BNFME—NAR, ATREGRHITHRSINEARNAR, BAERNZREG BRI,

AER IR LRIERITAERE, RERTE—RERXTIHTEERNAE. Fi0 -
Publican 2—> DocBook X %%t

1.2. 5 FAABIHAE

Lim AR EIIRE S BE X AR LD T

& EBL IR X E N Mono-spaced Roman F5R7 :

books Desktop documentation drafts mss photos stuff svn
books_tests Desktopl downloads images notes scripts svgs

JRAG5IRtIX N Mono-spaced Roman, {EIITFEREHEHIEE :

static int kvm_vm_ioctl_deassign_device(struct kvm *kvm,
struct kvm_assigned_pci_dev *assigned_dev)

{
int r = 0;
struct kvm_assigned_dev_kernel *match;
mutex_lock(&kvm->lock);
match = kvm_find_assigned_dev(&kvm->arch.assigned_dev_head,
assigned_dev->assigned_dev_id);
if (!match) {
printk(KERN_INFO "%s: device hasn't been assigned before, "
"so cannot be deassigned\n", __func__);
r = -EINVAL;
goto out;
3
kvm_deassign_device(kvm, match);
kvim_free_assigned_device(kvm, match);
out:
mutex_unlock(&kvm->lock);
return r;
}

13. FERES
®IE, BRI R R R BB AT A B IS B,
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FERNFLESNRR. ERHEFENRRGE, PBRRETAREXNNEER, BETRESET
—PNEAEHIRTS,

E%*EFF'E’JP\]"“E' B‘“‘“%% HHER  REERRTRATHIRNE, EENAERNEZEDHR
5. BEEREFHREFERBIES KBTI ILENE,

A\

EERTNRBEEN, PHEESEERIESBEEERR.

[

H
(=]

2. Feedback

If you spot a typo, or if you have thought of a way to make this manual better, we would love to hear from
you. Please submit a report in Bugzilla (http://bugzilla.redhat.com/bugzilla/) against the component
Documentation-cluster.

Be sure to mention the manual's identifier:
Virtual_Server_Administration(EN)-5 (2010-02-08T16:55)

By mentioning this manual's identifier, we know exactly which version of the guide you have.

If you have a suggestion for improving the documentation, try to be as specific as possible. If you have
found an error, please include the section number and some of the surrounding text so we can find it
easily.


http://bugzilla.redhat.com/bugzilla/
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F1E Linux EFIIRS SRR
Linux E#IARSS 28 (LVS) B—HREEELIRS 2504 IP AEMNEBESHEHMG, LVS E—NEEHERM
THENAPIZIT : —NBFELLVS BEHZE, — N R EMHLVS BRI, AR LVS BREHRAEWMNMER -

FERLRSEFHBINE,
REFMRLERSHHRSITENL,

& RABHSNES NI ERBHAR T ERRBS HENEGPNRENA R,
AREZRMET LVS HEFMNEEM SN, BITHUTEHIEMK

% 1.1 77 “A Basic LVS Configuration”

2 1.2 77 “A Three-Tier LVS Configuration”
55 1.3 T “LVS R

14 T “BRAAE"

8515 T ‘R AMRBA AT

516 T “LVS — HER]”

1.1. A Basic LVS Configuration

4 1.1 “A Basic LVS Configuration” shows a simple LVS configuration consisting of two layers. On the
first layer are two LVS routers — one active and one backup. Each of the LVS routers has two network
interfaces, one interface on the Internet and one on the private network, enabling them to regulate traffic
between the two networks. For this example the active router is using Network Address Translation or
NAT to direct traffic from the Internet to a variable number of real servers on the second layer, which in
turn provide the necessary services. Therefore, the real servers in this example are connected to a
dedicated private network segment and pass all public traffic back and forth through the active LVS
router. To the outside world, the servers appears as one entity.

Primary Heartbeat Channel

Real servers

K 1.1. A Basic LVS Configuration
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Service requests arriving at the LVS routers are addressed to a virtual IP address, or VIP. This is a
publicly-routable address the administrator of the site associates with a fully-qualified domain name,
such as www.example.com, and is assigned to one or more virtual servers. A virtual server is a service
configured to listen on a specific virtual IP. Refer to 25 4.6 77 “VIRTUAL SERVERS” for more information
on configuring a virtual server using the Piranha Configuration Tool. A VIP address migrates from
one LVS router to the other during a failover, thus maintaining a presence at that IP address (also known
as floating IP addresses).

VIP it A AT LU BEERF LVS BRI B M IX S5 &, Hla0 : INRER eth0 EBRIEEM, 3B
NEDENRS ML ML N etho:1, FH, ENERS DT LURIERS KB AR E,
30 : HTTP iE ™ H etho:1 48, M FTPRE™H etho:2 (M8,

Only one LVS router is active at a time. The role of the active router is to redirect service requests from
virtual IP addresses to the real servers. The redirection is based on one of eight supported load-
balancing algorithms described further in 55 1.3 17 “LVS Vi 5.

SEEXES A 8810581 send/expect BIAH B RE LIRSS 28 H AR E RSBV HRIRS. DIARSBORSRTEDS
HIE, W0 HTTPS & SSL, BE LA LUARASAHITERF, MRELRSHPHENMRS KR, &
ERERHR S R IF L MIZARSS B A XSS, BERITRBREIERRENL,

ERBHASE—TMEMNRY. LVS BAFEMEMET T EAMAHEORIM heartbeat 51, ERMENHR
BORET, BT AEORH, &R SMZITEETIHFRZFEK heartbeat §R, EREI—DEN
0, FBRENITERBHSBNES. BRAUGS, SRBHSESE T HHENIRHAHRRMHAN VIP il
FRTARARMEHNTNEN ARP RF — EXB &M LVS BMESEMEACHR NI ELRET RSB IP BIEEN
B, HHET RXALRMHRSE, §AT REARESR RN TERNA R,

The simple, two-layered configuration used in [¥] 1.1 “A Basic LVS Configuration” is best for serving data
which does not change very frequently — such as static webpages — because the individual real
servers do not automatically sync data between each node.

111 EREXRFSBZANBREERNBRERLZ
R LVS fR ] SRR SRS o M RSB B, FILEE AW EALE

FEE LRSS 2t 2 (8] B 5 $04R
NHEHENVIRERRBRRNE=Z

MFRAFLERERFREEELRSFHAITRIRERNRS SRR, F—NEFREEN. NREE
RFRERFEWREE, LMEFESML, SERNE=ZE,

1.1.1.1. BEBELRS /B S BIE
BRI TRARES ELRS R OHIBEN A EZERS, FII0 : TR shell }iIEX, BLMEMITTRMERT
TiE, AR ZITEAERFRERS ST, 18, RABTEATLUERZEE rsync HRRFEEEILEDN
(B FREA B EE Fr A T m P IE TR ENIE.

BRE, MRBTRALE EAXHRELTREECXEREEBS, IMBERSUIERENRS HE
. NMFERABMNEE, =E7FexERRAR,

1.2. A Three-Tier LVS Configuration

1.2 “A Three-Tier LVS Configuration” shows a typical three-tier LVS topology. In this example, the
active LVS router routes the requests from the Internet to the pool of real servers. Each of the real
servers then accesses a shared data source over the network.
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Primary Heartbeat Channel

Real servers

Red Hat Cluster

Shared Storage

K 1.2. A Three-Tier LVS Configuration

R EX FEICH FTP RSB HAE, REFPAVRNBBEHEREE—TEPNSETHNRSS=F

, BENESIRSSREAE L — N FHEH NFS BR5#E Samba HE I AIXLEHRIE, B HEEEERES
. BETRBBELTEENRGERLRR. 59, #FHRed Hat Cluster Managerf active-active Eoi&
, BEEAAEE - EEYANEERRANDEINN AR,

FERAIFRBMNE=ZFR—EEMF FHRed Hat Cluster Manager, BEXEFASETRABRARZSSE™
B R KI

1.3.LVS FHE &%

A LVS MIERz —m2EMNREYE, BE P I ESa@REXRS SR, IMREERENEE
LVS RIEE A AT LUEREEFRERE, LVS NETFERN RO RIFMNGERESN—L, twmpy
DNS, ERXF7EBER DNS BRMME F il F2 SR EKLE, H4, LVS ERANKEZTIEL
NMARFREIEREZEEN, RAERSEESIHNTEENEEIREMNITEBHR), FITRTFEANTM
Yk,

Using scheduling, the active router can take into account the real servers' activity and, optionally, an
administrator-assigned weight factor when routing service requests. Using assigned weights gives
arbitrary priorities to individual machines. Using this form of scheduling, it is possible to create a group of
real servers using a variety of hardware and software combinations and the active router can evenly

10
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load each real server.

AT LvS WIHENKIZREB RN IP EWARS £33 IPVS BRIRZI T EEIRHH, XLEERERT layer
4 (L4) ¥z, ZETZB0TARESR— 1P it h B A S MRS 4.

EEERNIECSHISHENBHAINELRSER, IPVS EERKPEII— IPVS &, I LVS IRHESFHA
IXANFIRE kB ENARSS 2R AE R EF IR A FH RO B LIRS 23t P E SRS 25 H, jpvsadm FZFAIfE
FFEFT IPVS 5k — RIBE AT RMERINFIMIPREE SRR 5.

1.3.1. AEHE X

The structure that the IPVS table takes depends on the scheduling algorithm that the administrator
chooses for any given virtual server. To allow for maximum flexibility in the types of services you can
cluster and how these services are scheduled, Red Hat Enterprise Linux provides the following
scheduling algorithms listed below. For instructions on how to assign scheduling algorithms refer to
$£461 7" TEMRSSE) FRE

Round-Robin Scheduling
EEEELRSHEPOEENMER. FRLEER, MEELRSHHBIREAENTF, MAEBEH
BEFEN T, IMAERINES: 70 DNS BEEMMERE, RACRETREEEMARETE
Mo LVS BB R AE DNS %171 & M i 3 R 8K S

Weighted Round-Robin Scheduling
Distributes each request sequentially around the pool of real servers but gives more jobs to
servers with greater capacity. Capacity is indicated by a user-assigned weight factor, which is
then adjusted upward or downward by dynamic load information. Refer to 25 1.3.2 77 “AR 2523 /0

IMRELRSSRFBHNELRS B2 A TENEF], MW AERZEE. B2, MRIFERH
MEHBRKRTE, WointisnrIiRs mENESEIEK,

Least-Connection
NERDEREENRSSRAZERELZIER, BNERBET IPVS JIREIEREIELARS BHEIEE
, R/MNEERSHEEEN—X, EERABEANRKRINZLELFE, eREATFENTREER
LUBRENELRSST. MR—AERSHFBEFAANBE, MNGKIEZEFENR R FHERE,

Weighted Least-Connections (default)

Distributes more requests to servers with fewer active connections relative to their capacities.
Capacity is indicated by a user-assigned weight, which is then adjusted upward or downward
by dynamic load information. The addition of weighting makes this algorithm ideal when the real
server pool contains hardware of varying capacity. Refer to 25 1.3.2 7 “AR 552 I FNJEE” for
more on weighting real servers.

Locality-Based Least-Connection Scheduling
NEENENHNERN IP BEMERERENRSHIRESHIER, IMEEZRTRTFRIERS S
ZENIRSHEFE, B2 P HIHSHESRBIIRSS S, MRIFEZRSEELEBITENSE, ¥
HAERSERERATEIEN—F, EZXMBERT, BN IP k2 ESA &/ EREXRS 5.

Locality-Based Least-Connection Scheduling with Replication Scheduling
NEENENHNER P BEMEREENRSHIRESHIER, IMEEZ2RTRATRIERS S
RENRSHFE, ENERFBNR P SELRSESET REFHGHTIRA MBI &/EEHETR

11
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[, IEKRSWEHEEFHEPARDEENRSSHT. MREN IPHNAATRPBEITEE, R
AT EW P EH—PHNRS S, XABTRELRS SRR BNERIVNEENESLRSSH B
Bttt 1P RINBIESLARSSRBIF WAL, RERMESLRS SR FMHAIRE N BERAR T RART
EEER.

Destination Hash Scheduling
BT ERSEYIIIRPEFEN IP RFIEKRPEIELRSFME P, IMNEEZ TR FRIEBRS
REFHRS SRS

Source Hash Scheduling
B ERSEIIIRPEFEN IP RFERDESELRFZF M, IDEEZ N ZNBAIEDN
LVS BRHZR % TTRY,

1.3.2. iR 55 s DALHI I B

LVS &I A A LN ELRS BN — N RO W— NN IR — BRI, BRRNEEW
IOREEEN— N ER (CLmesNEsE) , BB LVS s hATRS BNEHE TSI A
?}f'—;ﬁo

IEGE LRSS SR IAILEFIBOVE R, B30 : IR —DEERFSHFHNET 1, HB—1880 5, BTN 5
BARSSER A DERER, ATy 1 BARSSRAE —DERE, BIAELRSSMBUEN 1,

REFMIMBGRINBIE LIRS st PR EEHECE AR T EEENAN, BethREREXRSS
ERIM—NESRS S, HEEREEIIRSSRERMNERIVEZN SR KB, F0 : RIXEES
RSt B = ARS5 %, BRS52% A #1 B A0fL 1 #1 3, BRZ58% C AANML 2, MNRMRSSEE C ATFEMRE
LA, RS5% A BRRFERDEKEFHINE, BIRSE C EH LALRE, LVS BAGRINE VKA EE
BARS 2R, FEFAAEIANERE—BRMAEEXERS=F, BERMRS S A M B HFT,

ZREISR I, ORI EMRS 28X quiesce BRS5 88 — TR HEFBIARS 2T = L&,
R AVEREREHION 0, B LVS BHBRAE ELRFSHEBZNNRINBIRFE B —HEBRIE R,

1.4. A&

Red Hat Enterprise Linux 1E7) A B4 &S LVS BEAEMAEML R, FRTHEEARERARE
M) 25 1 1 FERERE NAT B,

1.4.1. NAT iH

1.3 “LVS Implemented with NAT Routing”, illustrates LVS utilizing NAT routing to move requests
between the Internet and a private network.

12
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Primary Heartbeat

Public Virtual IP Address
{ethd:1)

MNAT Virtual IP Address
{eth1:1)

K 1.3. LVS Implemented with NAT Routing

EARRBIF, SEEXLVS BBHRAZPEH N NIC, AFEEMM NIC 7 eth0 mBE—/EXLIP Hilf, HE—1
A& H eth0:l BESh IP Hitt, AT EAMSKEDORN NIC 7£ ethl FAE—NEL P #itt, HFE—NHIENH
ethl:1l BZD) IP bk, FE4 &£ RMUHET, mEERKMMELZEONERENEONT BEORNBEH
LVS BREEIAN. FREMTEAMSHIESLIRS 2N NAT BREIRERZE) P ik, RAE(IEBIARER
FEER LVS B8, BRI EIN B BB MG KRG N,

In this example, the LVS router's public LVS floating IP address and private NAT floating IP address are
aliased to two physical NICs. While it is possible to associate each floating IP address to its own
physical device on the LVS router nodes, having more than two NICs is not a requirement.

HRXMAER, JEK LVS BHRTEKIERFFEBHAIEUNRS . REELRFSHFLEIZITRAFH
fEEIREE LVS BRHA, 2R EHERME A ML I RHURBIR @ I E LIRSS SR &0 LVS BRERAH
VIP Hitik, XS IP (v, E A HIERNE P inTEERELRS /LR P ik,

HRIXM NAT B8, BEXRFHBTURIZITEMRIERANNE, RANRRKMEBERKEFRHESD LVS
AR RER R R, FE eI & ATE K,

1.4.2. B H

BIEAEZEKHEN LVS REMHEE LVS BRN% RELL A BIFtaE. ERBAATELRSHHHES
EELEFREEAHIERNAS, MARNMAEARNEES R LVS BEARAXERT. EEREBET
& LVS BREHSHES TN DU AREBIRS, MMEE T SR SR ER AT AE 1,

13
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Responses routed directly back to user

a i

* o - -\

Requests

Primary Heartbeat

K 1.4.LVS Implemented with Direct Routing

FHANEZERBRIZED, LVS BHZETEN P (VIP) FKHARSSRER, ERAEELMNERE
HEELRS SRR, BELRFSBRCIDXLEFR, HFREEST LVS BHARBERELELE ik, XHMEEHA
ERVERE LVS AN L BB MELRSH[EHEIER Fim A IERIER T RINE LIRSS 2388

LA TE R LS 1 8 E R 1E R T AR 5,

1.4.2.1. EE KB ARP R

BARTE LVS FEHEERHERS MR, BhE—LFHR, LVS FHEZKRBRE IRt B I 42
#i (ARP) .

In typical situations, a client on the Internet sends a request to an IP address. Network routers typically
send requests to their destination by relating IP addresses to a machine's MAC address with ARP. ARP
requests are broadcast to all connected machines on a network, and the machine with the correct
IP/MAC address combination receives the packet. The IP/MAC associations are stored in an ARP cache,
which is cleared periodically (usually every 15 minutes) and refilled with IP/MAC associations.

EEHRA LVS ZEH HI ARP 153K A #FL 2 R H & S a4 1P #hik B9 Kl 5 2401 KB MAC
b XER, LVSHREIBIE IP itk th /il 5 MAC %Eﬂé BETF LVS BBHFMELRSHFEERMN VIP, RH
Lt ARP 15 R BRI 5% VIP XEXHIFIHLER. XS54 —L R, thiNeesint LVS R VIP B
IERBELRSSRe —HEZELEBIER, 5148 LVS HHIRIIE,

SRR, IHHRE SRR AERAEES LVS iBHiE, MARELRSEHE. FH arptables_jf =X
% iptables BESTIETEEIALARILLERY, EHOT :

arptables_jf AIR51E ARP % VIP 5E LRSS 23 <L,
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iptables AT EE BT ARP A, FAVEMERBEEEXLRSHHEE VIP.

For more information on using arptables or iptables in a direct routing LVS environment, refer to
#3217 “EEKRBRZ arptables jf” or & 322 77 “EEKAK iptables’.

1.5. F A MM BL A B FRic

ERKRELT, TEREER N mEEMMEFEEIIE—MELRS S, MARLL LVS AEFEHELMEK
AER R AMIRS S, BRTAIEIELERMITRME. cookies. SSL #1 FTP i##, EXLERT, WR
BEREHR— RSB[RV EBRFZE LTS, BRHATETLEEEIE, LVS B XFIBERRETH
NREBSFE © MR A IE R,

1.5.1. FAH

BERE, BAMRIENSMIER, YESEEE— RSN, LVS RIEENN HRIMESRBHERE, M
REAMER P Hi B P X BRI A BRI T R, TIHEEEN DR EARANERS S — ZBRAET
S, TIEEIOXEA AN L4, TARBEYMIAEHN T,

FAMLATERAEES i P it AR FREN, BRFE N TERZEH MMt T BEES
BIFF A, MMRHEZED HEIBDFRF,

15 B ettt 9 A Rim O EEE S HY ER S MR O TIE T IUREE, i FTP, BFAMELERE
B9t oy R R BV IR O BE T O AN AR RERN A X, BXMERT, REARZERHAEIRIC,

1.5.2. B5 X E5FRiC

B KIEFRC RN B FEMMUM IR AQFHTOESE VEXGHTOEMNEE. B8AE. fl, mRN
LVS ERBRIEANHFESMuGA, alFE AR AEIRCS HTTP 40 E2im0 80, ¥ HTTPS EZEEEE
w0 443, @i NEMIUUSHEBRIM KN D EEIELRS 2T, A URBEEMREER, AN
LVS BERASEITHFEMNEERNAAGKEE X BB —NELRS S,

HTESN. %A, Lvs EEANZEEMARFEENEREMTOHN ERBAEINCMA2FA L. B2
B GNIZDATERVIRS BHRMBFAY, FeSphIEINIEHERAUBRE P RE—BREEN RS
ESFEIR—RS .

1.6.LVS — E &

LVS routers use a collection of programs to monitor cluster members and cluster services. 4 1.5 “LVS
Components” illustrates how these various programs on both the active and backup LVS routers work
together to manage the cluster.

15
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Backup LVS Router Active LVS Router

ipvsadm

Real Server #1

httpd
vsftpd

Heartbeat

i
' Channel

send_arp

Real Server #2

K 1.5.LVS Components

SEKFNE A LVS BREBRTERIZIT pulse TR, A AKREBISRTP, pulse BIEMRSSRNVAHREOL
E— heartbeat M EEINERBAR DA IEE TE, TEKIRS2:H, pulse [F5) Llvs SFIF#HIE, FEOIN
kB &M LVS BREBZRM heartbeat i),

fBshiE, lvs sSFFHRRIAA ipvsadm ZFEREBEMAET AZFH IPVS BRHExR, HFABNELRS SFPE
BMEMRS 255 nanny #18, RARSE 1vs ZELRESB[BHINRS BT EE T, MRALINERE
, lvs PP ERERM ipvsadm % BIESEIR D ELIRS Z2FM IPVS BREZRHHER,

INRFABEREERERBERRBSFNELN, ERBTHA send_arp BRI RBMDBRLRRE R IP
Moy EH O EE & T RA NIC Bt (MAC i) , FBIEAHMT MR EOREKBHELE—
PSR RMERE SR T Lvs PR, FEh& AT RPH 1vs TRV EC BRI EUIR S 2 UK

HRK,

1.6.1. LVS Components
% 1.6.1.1 77 “pulse” shows a detailed list of each software component in an LVS router.

1.6.1.1. pulse

This is the controlling process which starts all other daemons related to LVS routers. At boot time, the
daemon is started by the /etc/rc.d/init.d/pulse script. It then reads the configuration file
/etc/sysconfig/ha/lvs.cf. On the active router, pulse starts the LVS daemon. On the backup
router, pulse determines the health of the active router by executing a simple heartbeat at a user-
configurable interval. If the active router fails to respond after a user-configurable interval, it initiates
failover. During failover, pulse on the backup router instructs the pulse daemon on the active router to
shut down all LVS services, starts the send_arp program to reassign the floating IP addresses to the
backup router's MAC address, and starts the 1vs daemon.

1.6.1.2. 1vs
—B# pulse i, lvs PP HARRZITIEED) LVS BRHZRH, ©ILEEE X

16
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/etc/sysconfig/ha/lvs.cf, A ipvsadm TERMWEML4ET IPVS BBEBAR, FHENEEM LVS
RS S EC nanny #2, 0R nanny IREE MRS/ KM T, 1vs [Fi55] ipvsadm TEM IPVS BBHFRH
JHIBRIX AR 55 2%

1.6.1.3. ipvsadm

XNMRSEHFAKPH IPVS BBHBER, 1vs ST HR2E T A ipvsadm RN, B E MR IPVS BREH
KAMFERIFENERE LVS,

1.6.1.4. nanny

nanny N2 TEEL LVS B HETIFHE, BihiX N FiHE, SBRBHEBUmRES N ELRS S
FRE, BRARLUGEEERE TEAE, 8PNELRSSRPE LHENRSEE — M HILHFRR N EZ1T.

1.6.1.5. /etc/sysconfig/ha/lvs.cf
X2 LVS BB . FiASFIARBERESE FEEMXN X EPREENRER .

1.6.1.6. Piranha Configuration Tool

XEAREE BENEE LVS WMIITE, BEAR4Y /etc/sysconfig/ha/lvs.cf LVS BLEX
HHEILTE,

1.6.1.7. send_arp
FERBEDHTIRR, HFD) P U E T [URATERN, XMEFAE ARP [,

25 2 Z /14 VS A& reviews important post-installation configuration steps you should take before
configuring Red Hat Enterprise Linux to be an LVS router.
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B 2% HKBLVSEE&

Z#Red Hat Enterprise Linux f&, S@HIT—LERRELS TR IXE LVS BHBNELRS 2 (real
server) o ANEXXEYAIELSTELT T AR,

(_

LEMEERGE, LVS BHER T REBOVERT R, Bl E Tix, EERE LVS B, EERET RPN

Piranha Configuration Tool,

21. 7 LVS BRSSP EERS

Red Hat Enterprise Linux RERFASREFANE LVS FREEMNHMG, (BX/MEEBRERIEEEMRIIR
%o TENFA LVS BRESRES| S B EMRARS . Red Hat Enterprise Linux P E=N X EN T E Ak
RSB NESI SRTECE, BI124a$1Ti2Fchkconfig. ncurses-based 2% ntsysv #1&F R E2
F¥ Services Configuration Tool, X% T EEZE KGRV F oI LUERA,

®-

ZIRGRVIFINER, 1H7E shell R-FFEHIA su - s HHREL, Hl0

$ su - root password

£ LVS BEHZEF, BEFM=DIRS KB NIESIFHIEE

piranha-gui &% (REFET =)
pulse IR%
sshd RS

NREBEFEHELSIRORS A EEFERARAERC, HLWIiSHA iptables iR

RIF X LRSS H B NTEZITHF 3 MiaiT490 5 #830E. EAEIILBER, 15ER chkconfig, FH A&
MRS HEALL TGRS -

/sbin/chkconfig --level 35 daemon on

ELEMRSH, HERAGBRERENRS EHEN daemon, ZiXERIEHBIRS RIEMH 22T RHE
WENBEFIR, HERUTHS :

/sbin/chkconfig --list

A\

Turning any of the above services on using chkconfig does not actually start the daemon. To
do this use the /sbin/service command See % 2.3 7 “J37) Piranha Configuration Toolfk

g

H
(=]

For more information on runlevels and configuring services with ntsysv and the Services

18
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Configuration Tool, refer to the chapter titled "Controlling Access to Services" in the Red Hat
Enterprise Linux System Administration Guide.

2.2. y Piranha Configuration Tooli% i& % %

FE—RIEE LVS B2 EH Piranha Configuration ToolZ &, &/ 08—/ B 5 BREI% & 8T
A, BIBREAGNS, ELURBA &R, HERUTHS :

/usr/shin/piranha-passwd

BALLer T E, RIBRTOZEERM,

A\

HERZENBHEAATLURLYALE,. BERBEEHNETEERESFRPEINNANE, FTEERGHE
TERIRINEB B,

g

==
[==]

INREIEBCER Piranha Configuration Tool&1EHEWREE, RASNEE ORI AT EL,

2.3. |2 31 Piranha Configuration ToolflR 55

1E{&°5 Piranha Configuration Tool X E &L /G, BHEIHEBERMT
/etc/rc.d/init.d/piranha-gui B piranha-gui fR%5. WEHELRB P BMREALTGS ¢

/sbin/service piranha-gui start
or
/sbin/service piranha-gui restart

Issuing this command starts a private session of the Apache HT TP Server by calling the symbolic link
/usr/sbhin/piranha_gui -> /usr/sbin/httpd. For security reasons, the piranha-gui version
of httpd runs as the piranha user in a separate process. The fact that piranha-gui leverages the
httpd service means that:

1. WITERSGIAR%RE Apache HTTP Server,
2. BT F service mH% Lk piranha-gui AR5 RA LS EES Apache HTTP Server,

4\

MR RTE LVS BH2aFEA /sbin/service httpd stop =& /sbin/service httpd
restart 4, BHIEALITRS/ES) piranha-gui RS :
/sbin/service piranha-gui start

[

==
[m=]

The piranha-gui service is all that is necessary to begin configuring LVS. However, if you are
configuring LVS remotely, the sshd service is also required. You do not need to start the pulse service
until configuration using the Piranha Configuration Tool is complete. See £ 4.8 77 “/5 5/ LVS” for
information on starting the pulse service.

2.3.1. fid & Piranha Configuration Tool 7T iR 55 25 ¥k O
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FINER T, Piranha Configuration ToolfEix O 3636 217, ERX KOS, E7E piranha-gui M
MRS BRECE X4 /etc/sysconfig/ha/conf/httpd.conf HEHNE M Listen 3636 1T,

Z{# A Piranha Configuration Tool, BEVDEEZE—NXXAM TN EER. MREEE LVS BBHERPE
TR YE2S, 1ETFFALE http://localhost:3636, EALIAE LVS BESRMENESE P it &
#t localhost, LAEEd W TIN 2R MERLIE#H A Piranha Configuration Tool,

LRI Fi 282 % 2l Piranha Configuration Toolff, fEIEFRIIFBERS. £ TR 4] F&
BN piranha, £ THg] FEHA piranha-passwd,

IIFE Piranha Configuration ToolIEfEi21T, EAREBEEEEXN MLV L TEM A GHITRE, T
ERER D RER S AE A A Bt B 8,

2.4. FR#I%F Piranha Configuration Toolf] 1 7]

Piranha Configuration Tooliz mn— N HMA P EMELHE. BRIEEHL Piranha
Configuration ToolMEUEHEAN R, EIE IR bE’JU?IﬂBE%'JT—_.HnE’Jﬂ%"ﬁ%iﬁ’tﬁﬂ%ﬁo

The easiest way to restrict access is to use the Apache HT TP Server's built in access control
mechanisms by editing /etc/sysconfig/ha/web/secure/.htaccess. After altering the file you do
not have to restart the piranha-gui service because the server checks the .htaccess file each time
it accesses the directory.

BOIABERT, MBS HER A FERAN KN B XRET, UTHEKAUIXHHBR

Order deny,allow
Allow from all

Z 4%} Piranha Configuration ToolBy [ fRHEIE R AT A ENIF, 155 .htaccess XHEH AR
RYFRBEZERE (127.0.0.1) BV, BXREZXEXEIFIEESERed Hat Enterprise Linux Reference
Guide® 45 HIA—Z,

Order deny,allow
Deny from all
Allow from 127.0.0.1

AR IEE AT AR VPR E ENHE FM -

Order deny,allow

Deny from all

Allow from 192.168.1.100
Allow from 172.16.57

EATAIG, REXS P thith 192.168.1.100 1 172.16.57/24 M%%FRAIH25 {5 FE B9 01 0 %5 28 BT 17 |7]

Piranha Configuration Tool,
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[

==
(=]

A\

%% Piranha Configuration Tool .htaccess XA RHIXT AL T
/etc/sysconfig/ha/web/secure/ BRxHHELE TIRITA], {BRREEFKFX AT
/etc/sysconfig/ha/web/ BRMIZEBNTIRII R, ZRREINT LB R8G5, 157E
/etc/sysconfig/ha/web/ BExHAIE .htaccess X, FHEAF
/etc/sysconfig/ha/web/secure/.htaccess X4 —1¥# order. allow #1 deny 1T,

25. FIIEA K X

Fik LVS BRHEREMEHIBE S EME LA ELRSER, BB LVS BHSR T RUIERKPITH IP %X
e, LR &SR, fF /etc/sysctl.conf X{EHM net.ipv4 .ip_forward = 0 & :

net.ipv4.ip_forward = 1

BE RSN R IERER,
ERERSHAT P¥L, EURBASRERAUTHS
/sbin/sysctl net.ipv4.ip_forward

MR ESSREIZERN 1, B PERALARERAT. MREENLSERZ 0, BLERFTERUTHSFINT
FrIETheE

/sbin/sysctl -w net.ipv4.ip_forward=1

26. EELRSBHEERS

INRELPRS 23 2Red Hat Enterprise Linux %%, EANKETES| SHNEGEE YIRS BT iR, XLEsF
FHREEMTIARSE httpd & FTP # Telnet fRS5H xinetd,

W LLRFE T M EERS 4R, XMBEBERERHIZIT sshd TR,
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% 3% WiE LVS
LVS BETIEMANEREEA : LVS BHSMNESLIRS 2. BEFIEREREK, BENEANIZEEELHANKA
%é}tho

LVS BREZREHH N Z BIEH MNEE S E IEE L LIH21TRed Hat Enterprise Linux B3R5, EF—MENE
BX LVS BREERER, BN A —MFRAESER, RiteiIESEZEE8RIERLNEE,

HEHNELERSS[HREFMECERER, BRIURECRB =M LVS 7 F eIk —,

=0

3.1. NAT LVS M %%

NAT mRATKREMNBINERYE, BRVAEIHRSSUOBIEQHLT LVS RS, AUKREH
VISL N ES: D)

EELTiA S
5 NAT BB LVS B RZRENFARBNHTRENKHEFLNAE BARFE-ITIAR
ViM%, BXLRSBRFMAAERROER LVS BBHEE, XHFERATLULEIERETRAMSEHT

o

Y
MIEHZEE, NAT HRERRENME, ENELRSHZ AL —ER Linux NssFEEEE T, £
NAT fifa, BPEXRFSBRFE— NIC, lﬁERuﬁr“ LVS MHER, H—AHME, LVS KH
BEZEM NIC %Tﬂﬁ/\ﬂ%lﬂﬁ%ﬂamgo E AR BTE LVS BRSP4 T WBSHRS, FrLRT
DTEEA LVS BHIFPEBETFILLLAM NIC (gigabit Ethernet NIC) EiRE LVS B3 A (M IEAY
W, HNSRIE LVS BBHEZFFPER T FIKLKRM NIC, &MNE }%E*HER%ﬁD LVS &2 FF Kb
IZE DB N ADTFIELLAR MR O kA RO 71 .

L/
Rl NAT RREMEA iptables HTHELLEE, AL Piranha Configuration Toolz 44
FTEMERUBENT Y. FHIREEBFTP BRSMA XEIMCN EELN FIECE LVS BRHEE
LUE EFARE 1A K,

3.1.1. 7 NAT By LVS fdi@ Mg 0O

To set up LVS with NAT, you must first configure the network interfaces for the public network and the
private network on the LVS routers. In this example, the LVS routers' public interfaces (eth®) will be on
the 192.168.26/24 network (I know, I know, this is not a routable IP, but let us pretend there is a firewall in
front of the LVS router for good measure) and the private interfaces which link to the real servers (eth1)
will be on the 10.11.12/24 network.

So on the active or primary LVS router node, the public interface's network script,
/etc/sysconfig/network-scripts/ifcfg-etho, could look something like this:

DEVICE=etho
BOOTPROTO=static
ONBOOT=yes
IPADDR=192.168.26.9
NETMASK=255 255,255 ,0
GATEWAY=192.168 .26 .254
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ZH LVS BH%s NAT #0O/ /etc/sysconfig/network-scripts/ifcfg-ethl NELIOT :

DEVICE=ethl
BOOTPROTO=static
ONBOOT=yes
IPADDR=10.11.12.9
NETMASK=255.255,255.0

In this example, the VIP for the LVS router's public interface will be 192.168.26.10 and the VIP for the
NAT or private interface will be 10.11.12.10. So, it is essential that the real servers route requests back
to the VIP for the NAT interface.

The sample Ethernet interface configuration settings in this section are for the real IP addresses
of an LVS router and not the floating IP addresses. To configure the public and private floating IP
addresses the administrator should use the Piranha Configuration Tool, as shown in

5 4.4 77 “6LOBAL SETTINGS and 254.6.1 77 “ TEEHIRSE R TRE

After configuring the primary LVS router node's network interfaces, configure the backup LVS router's
real network interfaces — taking care that none of the IP address conflict with any other IP addresses on
the network.

HRESMITERATREONRKRSRESE T REENED, M, MREET<PERA etho *
ERNHMLS, RotbEFEREESRT REERATEML,

3.1.2. EELIRS S ERH
EERE NAT M ELIRS ML EORN, REEMREI10E N LVS BEEIH NAT %5 IP #hib iz E M X
o TEARTRFIR, ZHhHtNiZE 10.11.12.10,

Once the network interfaces are up on the real servers, the machines will be unable to ping or
connect in other ways to the public network. This is normal. You will, however, be able to ping the
real IP for the LVS router's private interface, in this case 10.11.12.8.

So the real server's /etc/sysconfig/network-scripts/ifcfg-etho file could look similar to this:

DEVICE=eth®
ONBOOT=yes
BOOTPROTO=static
IPADDR=10.11.12.1
NETMASK=255.255.255.0
GATEWAY=10.11.12.10
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A\

MRBELARS A BT — MM EORE T GATEWAY= 17, H—MHIKFEMX, Fit, MNRE
FEE T etho # ethl, MH ethl BT LVS, BESLRSBR AT EMRIKETE K,
RIFREMAIIMIT /etc/sysconfig/network-scripts/ BB A ONBOOT=no FiXE
KAT XA ED, NEREEE—NELINEORERTE T MK,

[

==
(=]

3.1.3. /835 LVS IR P H NAT IR H

In a simple NAT LVS configuration where each clustered service uses only one port, like HT TP on port
80, the administrator needs only to enable packet forwarding on the LVS routers for the requests to be
properly routed between the outside world and the real servers. See £ 2.5 7“0 EUES 4 for
instructions on turning on packet forwarding. However, more configuration is necessary when the
clustered services require more than one port to go to the same real server during a user session. For
information on creating multi-port services using firewall marks, see 5 3.4 77 “Zim R F5H0 LVS .

Once forwarding is enabled on the LVS routers and the real servers are set up and have the clustered
services running, use the Piranha Configuration Tool to configure LVS as shown in 55 4 & /&
Piranha Configuration Tool Z7&E LVS F&HZ5.

A\

Do not configure the floating IP for eth®:1 or eth1:1 by manually editing network scripts or
using a network configuration tool. Instead, use the Piranha Configuration Tool as shown in
2 4.4 77 "6LOBAL SETTINGS  and 5 4.6.1 77 “ [EHRS2 FTHRE

g

==
(=]

When finished, start the pulse service as shown in £ 4.8 7 “/57/] LVS”. Once pulse is up and
running, the active LVS router will begin routing requests to the pool of real servers.

32. FABEERHEN LVS

As mentioned in 25 1.4.2 71 “IE#EXH", direct routing allows real servers to process and route packets
directly to a requesting user rather than passing outgoing packets through the LVS router. Direct routing
requires that the real servers be physically connected to a network segment with the LVS router and be
able to process and direct outgoing packets as well.

EELTiA S
FEEERH LVS KEF, LVS BHAKFEEWIEAGTRK, FREBHIELMELIRS SRETHE
o BEELRSHHFEEANINBHSE i, FII0  MREFFIREELRKMBHET LVS BHEs
MEXRSSHLERESD, BLEXLRFSFVI AT LUET BN EREEIE ~in, XRdhE
LIRSS ARECEM R RBIEE LB ERM A, RFSFBFHEFEIELRSHFTUEENIRIBIN
* (BB TMXBAHEINERMIERE) , ITRTRARENSHEMNAT My, B FHaE
LVS iXi&, BERFSHFTERL—IHRX (B2 —THahEE) HTH8.

FNTTHFER LVS BB FAELRSFOMRER, RNXHERTRTBERR LVS
PR E ORI EMMLS 1, XERBHNFTE NAT BE R FERN SRR BRI,




%3 %EXBLVS

B

FRBEZRBN LVS RENEHERSHE LVS TR LML, HFEEERed Hat Enterprlse Linux A
IB1T LVS BB 2R RAO A NG R F N ELRSHBHIT B TER, BEXRSFSHFR—ER Linux ¥l
FRIEETE, BN LVS BHBFZE—IHENNNIC (ZERSHELTHBHEHSR) . ,u\_JL,LFHﬂﬁA
NIC RZRRBEHFTLOBERE — HEAFERKE—D NIC 23, BH—1 NIC BEEaRHIESL
AR%5 23,

R NELIRS BR50T LVS BHBFHAZNBREGERLXAE N E, AMUGEEEI KM
MxX, BRERSEEMTAN, SPELRSSNMERMBIMREEZIERRMN, XERIMIE
HET RIS ERE P IimE a0 Eames (LB RMeE R ML) .

There is some configuration outside of Piranha Configuration Tool that needs to be done,
especially for administrators facing ARP issues when using LVS via direct routing. Refer to
$£ 3217 “BEEKRBRK arptables jf” or & 322 77 “EEKREA K iptables” for more

information.

3.2.1. BEEKH Kk arptables_jf

In order to configure direct routing using arptables_jf, each real server must have their virtual IP
address configured, so they can directly route packets. ARP requests for the VIP are ignored entirely by
the real servers, and any ARP packets that might otherwise be sent containing the VIPs are mangled to
contain the real server's IP instead of the VIPs.

F arptables_jf A%, AN ARFHAEEED VIP REMBEELRSHRRSHIRO, Fla0
: arptables_jf A& Apache HTTP Server W NEHBAMAERI RS HMWAR VIP Miz{T. EA
arptables_jf B9 IPTables iETHA A IEF (L AIMERE,

B arptables_jf /5%, TAEATrRed Hat Enterprise Linux RS ECE TE VIP B2& H7EB| 5
R 50,

ERESNELIRSHREE N RIEEN P b ARP E3K, 1HIRUTHRRE -

SERRSSERMIEANETL IP kO ARP RZEE (9%3F M real_ip RS E LIRSS 28T
It IP £4FEE etho)

[N
t{-
aﬂ} )||]1]+

IP,

arptables -A IN -d <virtual_ip> -j DROP
arptables -A OUT -s <virtual_ip> -j mangle --mangle-ip-s <real_ip>

XESHESLRSEZBAAREEN IP itk ARP 5K, FHENATREEZEN IP BIA % ARP M
, WEHEEIRSFZMWELRE IP, Piranha ME—RZEIN. ARP 15KBTT RN 1%~ BRIEELA LVS 7

Drli

2. jjﬁ/l\gp%ﬁﬁﬁ‘%ﬁmﬁkﬂit? kg, EEDNELRFSHFFMALTHNRE ARP REKH :
service arptables_jf save
chkconfig --level 2345 arptables_jf on
chkconfig RS HRAETEFHSI S EFHEA arptables & — /5 514 Z A,
3. EMABEXRSHEHFEM ifconfig e HECEE IP Mk KA IP 51E, Hi :
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# ifconfig eth0:1 192.168.76.24 netmask 255.255.252.0 broadcast
192.168.79.255 up

HEAFIA ip #HH iproute2, H40 :
# ip addr add 192.168.76.24 dev eth0

METATR, FRERSEEB IELESEN IP hitfiE HTEE| S Eh, —FERA RS EHXLE
S MIE /etec/rc.d/rc.local X,

4. Configure Piranha for Direct Routing. Refer to 2 4 & / Piranha Configuration Tool & LVS /5
H7 75 for more information.

322. BEKH K iptables

Bl @il g2 iptables BiAEAMNIGEREREIRE S ELIE ARP E4, EfA iptables BLEE
BEERE, SYAURINA £ RERARERSSHFHAN, UEELRSFIERSLPHAFEN VIP ikHIER
TR EIEE ZEE VIP ik,

iptables AiARLt arptables jf BEHEMNEE AL, AEALTTLEGT LVS ARP B4, EEL
IP it REFEE TR LVS fEHE2: (LVS director) #,

{B25 arptables_jf #8Lt, £ iptables AixAE—LEitaE ERNE, R WERERL/IHEHIESE
R =ABH

BATEEFHFAFER iptables AEMImO, Fla0, FoEMMHNIIL Apache HTTP Server BRSS 4 EE!
w0 80, FNENNFHEE INADDR_ANY TIAZEL IP Hhtlk,

E(fH iptables AR BEERR, BEHITUTSE
1. EBNELRS ST, NED VIP, mOML (TCP =& UDP) A& 31T FHaFEE NELR
2RSS -

iptables -t nat -A PREROUTING -p <tcp|udp> -d <vip> --dport <port> -j
REDIRECT

then SR B SERR 5588 A0 3R B RItts it H VIP 145 Eim OB EIE 2.
2. EBTEERFSHREFRE :

# service iptables save
# chkconfig --level 2345 iptables on

Ll SRIERSES I EHEA iptables BEE — /5514 H,

33. HEHGE—iE
TEREERL LIFERERTIAE, NIZERSS RIRRE AR ER,

WK LVS B 2R B0EBeaR i A BB N W VT (MR BIMLS, BIg0 : IR ethe EiEHIZ AL
, ethl EEMNELT AR, BLEEA LVS BEHSFHERBNZ & BIUEEER ML,

A, EFRESISNBE—DHANEOSNHNMXRNERERY, 2ERBAEEECEOPIIH
MR, XEREEXRS RN ERIEREE,
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%3 %EXBLVS

EIEYIEE S, BEBE LVS BAHSHMEA LVS BRASPMMGEED, XAERA%EE system-
config-network HWE 2 HE F IR MEHIATHK. BXEMH system-config-network RN &H
18155 %ERed Hat Enterprise Linux BFEEmRF WAHE—=, AEFRHUNE, BBEXNEEOEHT
Bl AR AR A @ F o4& {8 B Piranha Configuration Toolf2F5E M.

3.3.1. @M LVS B MR

£ A& Piranha Configuration ToolE & LVS 7, FEE LVS BHFRFLHNT AMKLHES IP i
ht, BANERBIX —ER A I RAIFLS i, BRBRELFERNMSELE, UTFE—LERMSED
FERERRENGS,

ERESCEMED
EEAMLKED, EURAFBHRERUTHS, HbEREONNNEFER N (etho
ethl) ,

/sbin/ifup ethN

4\

Do not use the ifup scripts to bring up any floating IP addresses you may configure
using Piranha Configuration Tool (eth0:1 or eth1:1). Use the service command
to start pulse instead (see £ 4.8 1 “J5 7)) LVS” for details).

D

==
[ ]

XA ELMZEO
BEXHNENBELMLED, ELURAFBMERU TGS, HAEXZEORZRERR N (etho
ethl) .

/sbin/ifdown ethn

BEERKEORS
MREFERERH AR EPLEEOZITHYN, FHAUTHS

/sbin/ifconfig
BN EBYSRHEERE, HEAUTHS

/sbin/route

34. % mORSS M LVS

LVS routers under any topology require extra configuration when creating multi-port LVS services. Multi-
port services can be created artificially by using firewall marks to bundle together different, but related
protocols, such as HTTP (port 80) and HTTPS (port 443), or when LVS is used with true multi-port
protocols, such as FTP. In either case, the LVS router uses firewall marks to recognize that packets
destined for different ports, but bearing the same firewall mark, should be handled identically. Also, when
combined with persistence, firewall marks ensure connections from the client machine are routed to the
same host, as long as the connections occur within the length of time specified by the persistence
parameter. For more on assigning persistence to a virtual server,see 55 46.1 7 “ [EH#RS 2] 77
|
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BRI R, BREAELRS S MEMNE — IPVS — BT LLURSI IR 8 9 BELRBL A IEIRiD, BXEEE
S ECRA A EEIRIC. HE0RA AKEEVRCHI TV H 45 8B 210 JE2% iptables 1 Piranha Configuration
Tool Z A HUT,

3.4.1. 9 BESRh A IERR D
= B M i O SR S O BB KRS FTIE, SR NJIER iptables.

This section illustrates how to bundle HTTP and HTTPS as an example; however, FTP is another
commonly clustered multi-port protocol. If an LVS is used for FTP services, refer to 25 3.5 77 “Fgi& FTP”
for configuration details.

TEE AR KO Bl R EXMNZE27E Piranha Configuration Toolf# FBE— N KIERCER
WA — NN iptables FUI SR FRIC D ERLA ML EIE S,

QIR B RS AR AUNET, EREREMNEZT, EMEIX—R, T shel IR -fFEURAA &
e, FHEA :

/sbin/service iptables status

MEREBFZIT iptables, RBRFSS LEFHHN,

NRFET iptables, BRER—HMN, WRERTHN, FHWAUTHS
/sbin/service iptables stop

MRIEMZITHHNEEE, HKE /etc/sysconfig/iptables FHABRHERIFINEREMEN
HNEHE—NREMH T,

LR aE TR ASENRC 80 BIFLN, BN11EimD 80 1 443 KB BYMILF D) IP #ilk n.n.n.n Y
HEARE.

/sbin/modprobe ip_tables

/sbin/iptables -t mangle -A PREROUTING -p tcp -d n.n.n.n/32 --dport 80 -j
MARK --set-mark 80

/sbin/iptables -t mangle-A PREROUTING -p tcp -d n.n.n.n/32 --dport 443 -j
MARK --set-mark 80

StM". Also note that you must log in as root and load the module for iptables before issuing rules for
the first time.

L LR iptables , NiZEAEMRSSRAZED P BHREMW HTTP I HTTPS n.n.n.n, XLGHE
BHTERR KBS 80 HIE Lk SR A RENECE VIP Hlt BIRILEN, XLERERKIRE IPVS A7)
FHTIERE A,

A\

The commands above will take effect immediately, but do not persist through a reboot of the
system. To ensure network packet filter settings are restored upon reboot, refer to 25 3.6 77 “I% 77

PRSI E”

g

H
(=]
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3.5.ECi& FTP

XD (FTP) 2—1MEEMASERNSHOMNIN, &7 LVSIMEHRREERNER, BT HXL
ERBIES, BUEL T BE X FTP MLH— L 5K ]/,

35.1.FTP 2 T{ERy ?

MAZHHEECRSH[ENHEAR—HF, BFmSEEMIEHROITHF—1NRIRSSR00EE, ARRSSRER
MNFOXE PR TEITIN, X FTP B EES FTP RS, BRITHF—NREHEIERO 21 %R, A
BE SR FTP [REHREN TR EH AR HoEE, BE N HEFIEERE R ERS SR MNMEAT

e R LA R A A 23 O R4 T 15 1

BRI A MRE
E i
HET T ENEE, RE5FSET A iRISENED 20 EFEeNR DT F—DEIE A isiSiEE
B, PTARERSHHNBIRIE L L,

W oh ik
LRI TRIEEN, FFraBRRSHEST 10,000 MiOPEI—MEshEERO, #E
RESBRNRAEHAER L SHERD, FHEROSERIRE iR, B IHRNESDEEEFRE
KW — TR, KELN FTP B RRERS SR A HEIEE RN KB Ik ohE

o

®-

EFimREEENRE, TERSER. MBS TAMMEE FTP kUi, EIUF LVS KB ERE
BB AT 038 E B et AT AN IR 4R B i
FTP &/in/IRSS5 28 % %A A #E1T FF K& Piranha Configuration Tool# IPVS &4 T f##9i% 0,

3.5.2. XX} LVS BREHA M 2 52m ?

IPVS #iEa %A R ARSI His O S HEHAEMCER EEASEEY, NMRBEZANE M iHRE
TH— IPVS TEMEBmO, EEMSMF. A, MRELRSIAKEEDN IPVS AT @i O 7
RO E B MBERE, EERASMT, XMEINAAERBE BB FTP EE LR T B — 1N KSR,
MERMAEEE FTP RS 25HEEEER £ 77 A SR S IEHNHIT T EME A,

3.5.3. Bl 2 P 4% B8 2 o SR HL )

Before assigning any iptables rules for FTP service, review the information in 28 3.4.1 77 “4 B0 5 Ak
Fmil” concerning multi-port services and techniques for checking the existing network packet filtering
rules.

Below are rules which assign the same firewall mark, 21, to FTP traffic. For these rules to work properly,
you must also use the VIRTUAL SERVER subsection of Piranha Configuration Tool to configure a
virtual server for port 21 with a value of 21 in the Firewall Mark field. See 55 4.6.1 1/ “ [E RS %8
1 F7iE’ for details.

3.5.3.1. E@hEEHAM
FOEEMNMINSMARIESFELERD 20 (FTP #HEHO) i A AEZEZ5) 1P #hit ii%EE,
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LIF iptables a5 iF LVS BRHZRES IPVS A T RIE LIRS BN L EE,

/sbin/iptables -t nat -A POSTROUTING -p tcp -s n.n.n.0/24 --sport 20 -j
MASQUERADE

In the iptables command, n.n.n should be replaced with the first three values for the floating IP for
the NAT interface's internal network interface defined in the GLOBAL SETTINGS panel of Piranha
Configuration Tool.

3.5.3.2. #BhiEEEMHLIN

WEERAMN B BB EZE) IP BEE S EE YR AEERD, XD NimOSEE — 10,000 F
20,000 HIBRSS

A\

IMREE N W EERGFIROSERE, BQRIUAERE VSFTP RS HEA—MIRROSER, 7
/etc/vsftpd.conf XHFRRMELTTEIRLARILLER :

pasv_min_port=10000

pasv_max_port=20000

TR /M PEHIAR S5 38 AR D) FTP M E Fin Eaavthit, R NAT #HTIREN LVS X5t

1 /etc/vsftpd.conf XHHFRMUTITRER EREE VIP WESLARSS 2R IP il ﬁﬂiﬂ,tﬂ:&tmj
R U EEPFERIE, i :

pasv_address=n.n.n.n

73 LVS 48 VIP #itt e n.n.n.n,

ZEREHRTE FTP RFS%, H5EEF X,

[

==
[=]

SEEMEEN ZERS AL HIER, BETEHRGSHE 10000:20000, FEHIBMNEITESMETHEANAE
250, LT 5 1024:65535,

THEH iptables S A HEEMUFZSD) IP BIRE D B4 B AETRICH 21 BI5E L im ORI R ZE 0,
SRIEX et T IPVS 5, FIEMEX :

/sbin/iptables -t mangle -A PREROUTING -p tcp -d n.n.n.n/32 --dport 21 -j
MARK --set-mark 21

/sbin/iptables -t mangle -A PREROUTING -p tcp -d n.n.n.n/32 --dport
10000:20000 -j MARK --set-mark 21

£ iptables #%, F{ERTE Piranha Configuration Toolty TEHRSS1 FRETE LK FTP
FEARSS 235% 5 IP it B n.n.n.n,

A\

The commands above take effect immediately, but do not persist through a reboot of the system.
To ensure network packet filter settings are restored after a reboot, see 55 3.6 11 “{R1F ML EUE
LI E”

g

==
[=]

Finally, you need to be sure that the appropriate service is set to activate on the proper runlevels. For
more on this, refer to 55 2.1 77 “7f LVS BEZFHERERS.
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%3 %EXBLVS

3.6. (R M 48 B e & 1 IR iR iE
FEHENRSERE 7 EMMMARIESTESREZE, HREXBUEREESETERHA. NF
iptables, HFHWALUTHS :

/sbin/service iptables save

XA XL BIRFEl /etc/sysconfig/iptables X4 LUMEES | FHTEH A,

Once this file is written, you are able to use the /sbin/service command to start, stop, and check the
status (using the status switch) of iptables. The /sbhin/service will automatically load the
appropriate module for you. For an example of how to use the /shin/service command, see £ 2.3 T/
“/= %/ Piranha Configuration ToollR%5".

Finally, you need to be sure the appropriate service is set to activate on the proper runlevels. For more
on this, see £ 2.1 77 “1£ LVS BBHZTEERS .

TEH—F[Fedm{aFER Piranha Configuration Tool BZiE LVS B2, FH#Hd THEUE LVS BB
=:p A R
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%8 4 = H Piranha Configuration ToolEZi& LVS ¥ H 23

Piranha Configuration TooiR #4515 5EK N LVS GBFIBERE X H# —
/etc/sysconfig/ha/lvs.cf, AZ ik T Piranha Configuration ToolWEARR/E, LU RINMEIES
FRBCE SRR RS

LVS W E X BB Hl, /A Piranha Configuration Tool2 RIFHITIIE 1vs.cf
R INERENR AR, AT R R R,

4.1. L ER R E

WMBIEE LVS REZRH21T piranha-gui R$5F T{#F Piranha Configuration Tool, EfE
LVS, BELFE—ANRETRXAMM TN G, il links, MREMEEHBRVIF LVS BBHZE, b
mEFENRBAER ssh TEEEIE LVS BBHEER.

éﬁﬂ ¥ LVS BHSH, SIFEXGREOPRFREN ssh &, HEERHET —1ER pulse MHEER
. EEEMSHIB SR RIEMPEGERRITIE1E /var/1log/messages XIHFHREH A,

LR ER 254 5% Piranha Configuration ToolMEE #1714, FHAHFERALIERE LVS
BB {REE,

4.2, &k ¥ Piranha Configuration Tool

When configuring LVS, you should always begin by configuring the primary router with the Piranha
Configuration Tool. To do this,verify that the piranha-gui service is running and an administrative
password has been set, as described in 5 2.2 77 “Jy Piranha Configuration Tool % E& 15",

If you are accessing the machine locally, you can open http://localhost:3636 in a Web browser to
access the Piranha Configuration Tool. Otherwise, type in the hostname or real IP address for the
server followed by :3636. Once the browser connects, you will see the screen shown in 4] 4.1 “The
Welcome Panel”.

;v;EiIe Edit View Go Eookmarks Tools Window Help

B‘i—k = Fj%:w = R;:E;d Stop | & http:/flocalhost:3636/ [+ ||é.Sean:h| ot

Welcome to Piranha
HTML based Cluster configuration tool

You are required to login to use this tool's features

For feedback or bug r

& 4.1. The Welcome Panel
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% 4 Z F Piranha Configuration ToolB & LVS KRH2R

mili T&3%] %, #7E TRFPA] FREA piranha, £ [8BH] FEREAGERNEERERM,

Piranha Configuration ToolHUNEEREHE AKAK. H4, TEHRS SR ERSEED FR
., THEHl/%# (CONTROL/MONITORING] ERZEETREZEHINE—FR@E.

4.3. CONTROL/MONITORING
Ml /i) mARIIE T LVS MZRIIZITHANRS. BERT pulse sPF#HIE. LVS BREHKRF LVS &£
KB nanny FHREHPIRE,

®-

The fields for CURRENT LVS ROUTING TABLE and CURRENT LVS PROCESSES remain blank
until you actually start LVS, as shown in 25 4.8 77 “J57)] LVS”.

¢ File Edit View Go Bookmarks Tools Window Help

' ﬁ 4 @; o \a §§ |\& hrrp:fflocalhosr:3636fsecurefcomrol.php|V||2.Sean:h| =5 -

i Back Forward Reload Stop Print

PIRANHA CONFIGURATION TOOL INTRODUCTION | HELP

CONTROL/MONITORING geRe]=7:N B =4 i [\[6 REDUNDANCY VIRTUAL SERVERS

CONTROL

Daemon: stopped

MONITOR
[~ Auto update Update Inlervalzl seconds

Update information now

CURRENT LVS ROUTING TAELE

CURRENT LVS PROCESSES

CHANGE PASSWORD

K 4.2. The CONTROL/MONITORING Panel

Auto update
ATHEZAWRSTZER A REENAETEYIEH. ZEALMRE, HRE THB1EH] SikiE
, H1E TEHIiE (Update frequency in seconds) | XAERIGEMEBRHIIR (Rl

fEH 10 #)

TRV B o EATRIE A AIRIZE /N F 10 ¥, X EEMREE [BshEH1 BEFAREZERS
A, RAyHERE FHEBER, MREEEIDFE, REQRS AN —DEREDELRE (26
/W] ER,

TBshEH] HERNERTRAEN NS, bl Mozilla,
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Update information now

AL R F SRR SE R,

CHANGE PASSWORD

KRiFX M RFEEEA—INEEFER, LEAWMER Piranha Configuration Tool EIE# Y
BIE o

4.4. GLOBAL SETTINGS

The GLOBAL SETTINGS panelis where the you define the networking details for the primary LVS
router's public and private network interfaces.

EEiIe Edit View Go Bookmarks Tools Window Help

e . w a @ : : : r:;_.
Tl Eorerd Reload  Stop &hrrp.,’,.’localhosr.3636,’5ecurefglobal_sern o m

PIRANHA CONFIGURATION TOOL INTRODUCTION | HELP

CONTROL/MONITORING REDUNDANCY VIRTUAL SERVERS

ENVIRONMENT

Primary server public IP: I
Primary server private IP: I—
(May be blank)

Use network type:
(Current type is: nat )

NAT Router IP: I
NAT Router netmask: |255.255.255.255 =
NAT Router device: I

NAT | Direct Routing I Tunneling

— Click here to apply changes on this page

& 4.3. The GLOBAL SETTINGS Panel

The top half of this panel sets up the primary LVS router's public and private network interfaces. These
are the interfaces already configured in 25 3.1.1 7“7 NAT B LVS FoiE W45 #0".

Primary server public IP
TEMFER, NE LVS TTREIATAFREMNES P i,

Primary server private IP

Enter the real IP address for an alternative network interface on the primary LVS node. T his
address is used solely as an alternative heartbeat channel for the backup router and does not
have to correlate to the real private IP address assigned in 5 3.1.1 7“7 NAT B LVS BLiE M

28 0”. You may leave this field blank, but doing so will mean there is no alternate heartbeat
channel for the backup LVS router to use and therefore will create a single point of failure.
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e

MEFEBMH] BETTETH P i, EUmMEBEESLRSES Uk LVS THERSHHLZM
ERIRESL 1P ik, FROIZBEHERR P BHEE.

The primary LVS router's private IP can be configured on any interface that accepts
TCP/IP, whether it be an Ethernet adapter or a serial port.
Use network type

=i TNAT] $REHEE: NAT BRH.

mii [EERE ] R EEEA,

The next three fields deal specifically with the NAT router's virtual network interface connecting the
private network with the real servers. These fields do not apply to the direct routing network type.
NAT Router IP

TERSTARFER AR FEEN P, 1%%5) IP MIZ/E NELARSS 2N K FE A,
NAT Router netmask

If the NAT router's floating IP needs a particular netmask, select it from drop-down list.
NAT Router device

AL AT R IF D) 1P it BIMLE i O E Uik & &, thil ethl:1,

®

IRNZ R R B RIR B LA MO E X NAT 235 IP k58, EAREIGR, €RR%
7y ethl #0O, HIt ethl:1 FEFD) IP Hhtit,

4\

g

= =
(=]

K

STRLTTHRER, ~ifi [#%] RHEAERSAELEFHNEREE KEMIEROERE,
4.5. REDUNDANCY

T4 ERATFEERESA LVS BRI T mFXEREM heartbeat

i PRI,

35



Red Hat Enterprise Linux 5 Virtual Server Administration

o

The first time you visit this screen, it displays an “inactive” Backup status and an ENABLE
button. To configure the backup LVS router, click on the ENABLE button so that the screen
matches [£] 4.4 “The REDUNDANCY Panel’.

;v;EiIe Edit View Go Bookmarks Tools Window Help

ﬁ - 3&“ \a §§v & http:fflocalhost: 3636/secure/redundancy .m e

i Back Forward Reload Stop

PIRANHA CONFIGURATION TOOL INTRODUCTION | HELP

CONTROL/MONITORING | GLOBAL SETTINGS VIRTUAL SERVERS

Backup: active

Redundant server public IP: IO.D.0.0

Heartbeat interval (seconds): |6
Assume dead after (seconds): |18
Heartbeat runs on port: 539

— Click here to apply changes to this page

k] 4.4. The REDUNDANCY Panel

Redundant server public IP
R LVS BT B A QL ESL IP il

Redundant server private IP
Enter the backup node's private real IP address in this text field.

MREEEED I MARSHFLTH 1P , BHRO 2HKEI BRFEA TERESHFTH
IP) ihitFHSad =],

EREERE D NEE heartbeat S8, ZIHERARILE AT RIEEET RBEHR,

Heartbeat Interval (seconds)

F &% E heartbeat [AIfBAIRTE] (7)) — BT mAQEE LVS 7 mIhREIR B8] FRET A,

Assume dead after (seconds)

NRE LVS 7R IEX R BRI PR AL, & LVS Bz T s/ s R tnit,
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Heartbeat runs on port

=P ERILRE heartbeat ME LVS T/ i TIHBATEANRO. MRZFEREZEA, BFEARIAROD
539,

g

==
[==]

A\

HILEREREERPHIRTERS M2 %7, UBEREFERERN&E E REFMEENR.

4.6. VIRTUAL SERVERS

EMRS %S ERESEDHIE XHNEVRSHNER. RRENEIREEERT EVIRS 289K
B RS5REM. DR P ik, B P BN, RSmO. ERMMUAREISEED,

EEiIe Edit View Go PBookmarks Tools Window Help

. @ a @ . . - = . il
ey s N St'op \‘;hrrp.,’,.’localhosr.3636,.fsecure,.'\f|rrua\_mau i m

PIRANHA CONFIGURATION TOOL INTRODUCTION | HELP

ONTROL/MONITORING | GLOBAL SETTINGS REDUNDANCY

S5TATUS | NAME | VIP NETMASK PORT | PROTOCOL | INTERFACE

up HTTP | 192.168.1.10 | 255.255.255.0 | 80 tcp eth0:1

up 192.168.1.11 | 255.255.255.0 | 21 tcp eth0:1

ADD | DELETE | EDIT | (DE)ACTIVATE |

Note: Use the radio button on the side to select which virtual service you wish to edit before selecting
'EDIT' or 'DELETE'

K 4.5. The VIRTUAL SERVERS Panel

ERS %1 EiRF ERNENRSFBAUEETRNERSS FRE (subsections) FiHITERE,

i T R LURIN— MRS EMBRE DRSS, "TLUEAREMIRS SRFHERE IR THER
1 .,

EERASNERIRPHEMRS S, S REEF RS TECE/BDUHBE] #H.

WINT EWARSS ARG, EALUEREADN R RS [ REAA TEMRS SR FRER;
TERE,

46.1. TEWRSEZS] F570|E
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The VIRTUAL SERVER subsection panel shown in ¥ 4.6 “The VIRTUAL SERVERS Subsection” allows
you to configure an individual virtual server. Links to subsections related specifically to this virtual server
are located along the top of the page. But before configuring any of the subsections related to this virtual
server, complete this page and click on the ACCEPT button.

;vaiIe Edit View Go Bookmarks Tools Window Help

@ @ a @ : : -r_':iv.
| Back Eomard Reload  Stop &hrrp.fflocalhosr.3636fsecurefv|rrua\,ed|r, o m

PIRANHA CONFIGURATION TOOL INTRODUCTION | HELP

CONTROL/MONITORING | GLOBAL SETTINGS | REDUNDANCY

EDIT: | REAL SERVER | MONITORING SCRIPTS

MName:

Application port:

Protocol: |rcp |
Virtual IP Address: |192.168.1.11
Virtual IP Network Mask: |255.255.255.0 |

Firewall Mark:

Device:

Re-entry Time: IIS—

Service timeout: |6—

Quiesce server:  Yes & No

Load monitoring tool: Im

Scheduling: IWeighred least-connections =
Persistence: I—

Persistence Network Mask: | Unused =

] 4.6. The VIRTUAL SERVERS Subsection

Name

Atk R AR RIBE RS 88 XN B FARINGNENS, FLAEREREREHES I
BT, BEEAUSEENRSHERBNL IO HTTP,

Application port

THRIARROITIRSS N ARFRNIROS. RAEXREARZIITHE HTTP RS, HLERRD
80,

Protocol
ETHZFEE AR UDP & TCP, MTIARSS2:—MER TCP MiGHTIE@E, - LEBIRrR,

Virtual IP Address
Enter the virtual server's floating IP address in this text field.

Virtual IP Network Mask
A TR BN L ETUAR 5538 1% 7E F R HES,

Firewall Mark

FTEELFEMARMEMCERE, MRIEEEEMASZS MmO ILZE NIRIE R THILOE
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ZimOEMRS 28, EARAIGD, U EENRSH TBhXEEFRIC] 80, RN EEFERR
KIEFRICE 80 7EUR O 80 fHEEIRME HTTP, 7EiR0 443 FHEEHEIZE HTTPS, H5#AM
BFERN, ZEATBERFINTAEEHEREN TR BBRIE—NELRS S, FRELT

R

A\

Entering a firewall mark in this field allows IPVS to recognize that packets bearing this
firewall mark are treated the same, but you must perform further configuration outside of
the Piranha Configuration Tool to actually assign the firewall marks. See %5 34 77 %
Ui AR 25 %0 LVS " for instructions on creating multi-port services and 25 3.5 77 “BERi& FTP”
for creating a highly available FTP virtual server.

g

r-=
(=]

Device
AT TERL IP Hhht) FERE UIEESLEMFAZED IP HhutRZ% &R,

IRROZF N FZE) 1P bty & N IE R A FH SRR MEON &, TEARTRAS, NERELLT
etho O, A EXEEZIRN N etho:1,

Re-entry Time
EAN—DERERE N FEKE (L) , BMERUEM LVS BEBEERBEN — M ESR
S5 2ati B AR 55 25 th YIS 1],

Service Timeout
BIA—NEHE, BIZBEE XEIANNELIRS 2L T H G HE MRS 25t R BRAGES B KB (LIFD
1)

Quiesce server
L T&BRIRSS 881 RkiRHMERE, BRAFNELRSSET RLEEN, ROEBRRREEN
0, XFEEEK LVS BRHESBMARRATENELRSF[MENMABEE—FEEREIFK, X EIA Lo
RERENERH ARSI, FIMAMRSRFBE,

Load monitoring tool
LVS BEEZR AT LA rup =X ruptime AR FARS 2R EMNME, MREMNTRIEAEREFET
rup, BLENIRSF[IENIGZIT rstatd fRSS, WMREEFET ruptime, BNIRSISH[E LIS
17 rwhod fR%5.

A\

TN TS 7R, EUSBESMPUAEREAFERINETFNTENIT . B
i, SORGFEANELEEE, BSRFSHLIZE Lnux Hl8s.

Tk

H
[=]

Scheduling
Select your preferred scheduling algorithm from the drop-down menu. The default is Weighted
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least-connection. For more information on scheduling algorithms, see 5 1.3.1 77 “f{|E &%

Persistence

MREEAEE ImEERNRPEERFLEEIEURS SR, BRI IARF M ATTE BRI
Jblq:E’JQ'F/%i/EkaQ\E’J*'J\&

If you entered a value in the Firewall Mark field above, you should enter a value for
persistence as well. Also, be sure that if you use firewall marks and persistence
together, that the amount of persistence is the same for each virtual server with the
firewall mark. For more on persistence and firewall marks, refer to 25 1.5 7 “F A EH1[A
Aiﬁlﬁlﬂ

Persistence Network Mask

ZIEFAMRTIZRFENFR, Ea LM TR H B R ES SRS,

®-

IR MIEPMCZ BT, BFRREINFAEZHA SRR AR, AE, REFEMHX
EAMCBYREX A AR AMESRIABIR R4S R,

A £

HICERELERPATEMERERD M2 ] HHUBEREF—DHERERE E K EBER

o

46.2. B3RS E:] F5R0A
SEERIEN [EERS R FREFESE R REELRSR] FRE.
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i File Edit View Go Bookmarks Tools Window Help

i - ’QW \a §§ &hrrp:f,.’localhosr:3636,.’5ecure,.'virrua\_edir_ ;;f]ft -

Back Forward Reload St'op

PIRANHA CONFIGURATION TOOL INTRODUCTION | HELP

CONTROL/MO! ING | GLOBAL SETTINGS REDUNDANCY

EDIT: VIRTUAL SERVER | | MONITORING SCRIPTS

STATUS ADDRESS
up 10.0.0.1
& up 100.0.2

ADD | DELETE | EDIT | (DE)ACTIVATE |

& 4.7. The REAL SERVER Subsection

Click the ADD button to add a new server. To delete an existing server, select the radio button beside it
and click the DELETE button. Click the EDIT button to load the EDIT REAL SERVER panel, as seenin
4.8 “The REAL_SERVER Configuration Panel”.

;v;EiIe Edit View Go Bookmarks Tools Window Help

i i - & \a §§v &hrrp:f,.’localhcsr:3636,.’5ecurefvirrua\_edir_ ;—::t -

i Back Forward Reload Sl'op

PIRANHA CONFIGURATION TOOL INTRODUCTION | HELP

CONTROL/MONITORING | GLOBAL SETTINGS REDUNDANCY

EDIT: VIRTUAL SERVER | | MONITORING SCRIPTS

Name: ﬁo
Address: [10.0.0.2
Weight: |1

|

K 4.8. The REAL SERVER Configuration Panel
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XANERE 3 NFERARK :

Name

RN Sk i puil Y 1

®-

XNEMTENBNENS, ENZEFRDRER S TR,

Address

The real server's IP address. Since the listening port is already specified for the associated
virtual server, do not add a port number.

Weight

An integer value indicating this host's capacity relative to that of other hosts in the pool. The

value can be arbitrary, but treat it as a ratio in relation to other real servers in the pool. For more
on server weight, see 55 1.3.2 17 “BRZ5 22 IIAANVAEE .

g

H
(=]

A\

HICEREEREERPHIRTERE [#R] 2, UBEREFERERN&E E KEFREENR.

4.6.3. EDIT MONITORING SCRIPTS Subsection
ML TIETERRY TG | fiE, [mBNIENEA] FREATFEENIEE— send/expect FRIEF

SURFEEMRSSFRFEBNELRS B LREBER LT, EEAMAUEXEE URERTESNTEHRY
ERFS BB E A,
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ifile Edit View Go Eookmarks Tools Window Help

‘ﬁ. - ?@1« = \3 stop |\l¢ http://localhost: 3636/secure/virtual edlrl ||é.Sean:|1| oo -

Back Forward Reload

PIRANHA CONFIGURATION TOOL INTRODUCTION | HELP

CONTROL/MONITORING | GLOBAL SETTINGS GAULDE (s @l VIRTUAL SERVERS

EDIT: VIRTUAL SERVER | REAL SERVER | MONITORING SCRIPTS

Current text Replacement text

Sending I NO SEND PROGRAM |

Program:

Send: “GET / HITP/1.0\r\n\r\n" [GET /HTTP/L.OWnin BLANK SEND

Expect: "HITP" IH P BLANK EXPECTl

[~ Treat expect string as a regular expression

Please  You may either use the simple send/expect mechanism built into piranha or a custom
note: monitoring script (send program). The send program takes priority over the send string.

The send program should output a string matching the the expect string. If the argument
%ah is used in the send program command, it will be replaced with the ip address of the
server to be checked.

& 4.9. The EDIT MONITORING SCRIPTS Subsection

Sending Program

BEXBELZENRSHIN, BRI MER L FEEIEERS O EHANER, WX BLEFTENNIE
EIERRS B EEE), il HTTPS s#& SSL.

EERALLIIEE, BB HMREIXAMMNMEA, RARRELERTHITER, HE AEZEBF
1 FE A ZERER,

To ensure that each server in the real server pool is checked, use the special token %h
after the path to the script in the Sending Program field. This token is replaced with
each real server's IP address as the script is called by the nanny daemon.

LUF BERIEA BARSS T A RN AT VO $a 7 i R BRI AR A

#!/bin/sh

TEST="dig -t soa example.com @$1 | grep -c dns.example.com

if [ $TEST != "1" ]; then
echo "OK

else

echo "FAIL"

fi
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o

MRE TREEF] FRERMATHARER, [RX] FRSRZE,

Send

FELFERTY nanny PP RRIAFRERGEAXIREELRS R, MNBERTHFERAT
HTTP, BAIRBENTEECRLFRE, IRERBLFERZEHR, nanny SFARKIKET ik
O F 72 O B h 7 BRI AR 55 IE TR 1T

ENFERERAFRA—NOEFS, HERESEFITHIR, ASCI FRF& LKk FHEAVL LR

\n K&KHFT—17

\r (R&RE%E,

\t KFRAFIFRRT

\ KRG T —NFRE L

Expect

AR IER TR ERSS S N Z0R BB X ANIR, SIREE CEAERR, HHALRF BB L
1245 BN R,

e

EWENAERS A EM 2, EALITHELIRS BHIEE telnet WIROA, HEHEERLOTH
Ino 80, FTP #EIHO 220 R&EEHE, LMNIZE [Send] FE&HA quit, FE T
Expect] FEHA 220,

T

H
=]

A\

HICEREREERPHIRTERE [#R] 2H, UBEREFERERN&E E KEFMEMENR.

Once you have configured virtual servers using the Piranha Configuration Tool, you must copy
specific configuration files to the backup LVS router. See 55 4.7 17 “[E 4 Bl iE 324 for details.

4.7. [ % Bd & X
REESE LVS BH#EZE, EF3) LVS RN —LEEEXXHEHEIFHA LVS BREZET,
X ELEE

/etc/sysconfig/ha/lvs.cf — LVS RHZREE X,

/etc/sysctl — EARZHITFEIE S & ThREMIEDR & X5

/etc/sysconfig/iptables — WIREFEARLASEIRIC, EROZRBEERANMSHIESD T IERRS
LA i e s 2 —,
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40N

1‘

E&ER Piranha Configuration Tool EZi& LVS [, /etc/sysctl.conf #1
/etc/sysconfig/iptables X FANZ,

4.71.E% 1lvs.cf

Tt EQ B E B LVS EBEB X /etc/sysconfig/ha/lvs.cf i, BTG EEHITIEA LVS
BRERRR T R

A\

SERFIE A LVS BREBST RWTEMEER Lvs.cf X, MR T RE LVS BEXHARTESSH
FoEAEAT R,

g
i3

TR FRIRIF AR MEA scp 5.

0N

1‘

To use scp the sshd must be running on the backup router, see 2 2.1 77 “7£ LVS iBHZ FELE

£E LVS BEHSFZPLURA P SHERAUTHORR S BESET REM 1vs.cf XX,
scp /etc/sysconfig/ha/lvs.cf n.n.n.n:/etc/sysconfig/ha/lvs.cf

EaSH, EAEALVS BAKRNELE P it n.n.n.n,

4.7.2. ¥ sysctl
sysctl XHERSHIER TRIEW—R, ZXXHESI FILIHF SHMARIT FRIE S LR,

A

4.7.3. @¥ MEEE ST IR
MRE(ER iptables, TWEREERS &M LVS BHS S YEE 4.

INRIRE I T AT EAE LR, 1EEE LVS BESHLURBF SR EAU TGRS -

scp /etc/sysconfig/iptables n.n.n.n:/etc/sysconfig/

S, EAFA LVS BHSMNEIE IP thit&# n.n.n.n,

BTk, BHLUTH - RS ABEEN ssh 21F, WARA A SHERINEHFMALUTRS :



Red Hat Enterprise Linux 5 Virtual Server Administration

/sbin/service iptables restart

Once you have copied these files over to the backup router and started the appropriate services (see
2.1 7 “7E LVS B S RECE RS for more on this topic) you are ready to start LVS.

4.8. 23 LVS
BEE LVS, REFRFHTHAHMNMEL IR, SZELURB BT HFRANEESIE LVS BH2E0 ssh &1,

E—M&mH, AUTHSUEAKESER
tail -f /var/log/messages
REEA—NMEIEPREALTRRED LVS
/sbin/service pulse start

Follow the progress of the pulse service's startup in the terminal with the kernel log messages. When
you see the following output, the pulse daemon has started properly:

gratuitous 1lvs arps finished
E(ZIEWER /var/log/messages, iEi& Ctrl+c #,

MIXEFFR, X LVS BHARMEMAUER LVS IS T, REGTUELRA LVS X HiER, BIELZNMZ
FEERA LVS HTIRSRIEENE M LVS B, EMEX—=, REESMA LVS BEHRT RES MU EfmdT
20,

ERERENSER, HHEFIZ1T LS,

I3
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A7 Red Hat By LVS B &

R LA Red Hat LVS BRHZRMIBFSEREMESE T AAIM LML, DUREMETE, BETEERRRE
FFE9al A,

The configuration in ¥ A.1 “LVS with a Red Hat Cluster” represents an e-commerce site used for online
merchandise ordering through a URL. Client requests to the URL pass through the firewall to the active
LVS load-balancing router, which then forwards the requests to one of the Web servers. The Red Hat
Cluster nodes serve dynamic data to the Web servers, which forward the data to the requesting client.

Web servers

Red Hat Cluster

Shared Storage

K A.1.LVS with a Red Hat Cluster

Serving dynamic Web content with LVS requires a three-tier configuration (as shown in ¥ A.1 “LVS with
a Red Hat Cluster”). This combination of LVS and Red Hat Cluster allows for the configuration of a high-
integrity, no-single-point-of-failure e-commerce site. The Red Hat Cluster can run a high-availability
instance of a database or a set of databases that are network-accessible to the Web servers.

HTZREEATRHIIERR, WRMITRS S RIBHUFHRSMNITANE (BRVBALBEERNEE) , e
FJZ LVS EEBRL AT T, BUNRFERMITHIAS, WERERFITT. ISRETSE"RE%. W
FITRFEZPEEE, XERBRAEREMIIRS 22—, UBERE T U &HERE

BRETRMLU TR
$£—J2 — LVS BHARIIT N ETER I BEM ITEXK,
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BIE — WIEREHMIRS I —HM TR 25,
B=E — NHTIRSS S RAEIER Red Hat 2¥5%.

In an LVS configuration like the one in ¥ A.1 “LVS with a Red Hat Cluster”, client systems issue requests
on the World Wide Web. For security reasons, these requests enter a Web site through a firewall, which
can be a Linux system serving in that capacity or a dedicated firewall device. For redundancy, you can
configure firewall devices in a failover configuration. Behind the firewall are LVS load-balancing routers,
which can be configured in an active-standby mode. The active load-balancing router forwards the
requests to the set of Web servers.

Each Web server can independently process an HT TP request from a client and send the response
back to the client. LVS enables you to expand a Web site's capacity by adding Web servers behind the
LVS routers; the LVS routers perform load balancing across a wider set of Web servers. In addition, if a
Web server fails, it can be removed; LVS continues to perform load balancing across a smaller set of
Web servers.
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